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Abstract In this paper, we propose a novel reversible data hiding technique based on two-
dimensional histogram shifting for quantized discrete cosine transformation coefficients
(QDCT). In the proposed scheme, a two-dimensional histogram is constructed by QDCT
coefficients blocks with the size of 8 x 8 of the left image and the right image. Once most of
the QDCT coefficients are located at the top-right corner of the two-dimensional histogram, the
QDCT coefficients are selected for embedding data to achieve high embedding capacity. In the
embedding procedure, the three main steps, i.e., expanding, shifting, and embedding, are only
used for QDCT coefficients in this corner not only to gain embedding capacity, but also to
maintain good visual quality of stego images. The experimental results demonstrated that the
proposed scheme is superior to the previous schemes in terms of embedding capacity and
image quality.
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1 Introduction

In recent years, with the spread of high-technology equipment with dual-cameras, an increas-
ing amount of images are created as so-called stereo images, which present the illusion of 3D
depth images [22]. In addition, with the explosive growth of network and rapid communication
techniques, an enormous amount of digital information is transmitted via the Internet every
second. However, such transmitted information is highly sensitive, such as medical patient
detail information. Thus, this data attracts the attention of malicious attackers. Therefore,
protecting the security of such information is of considerable concern to many researchers. For
decades, the researchers have tried to propose schemes to avoid the attention of malicious
attackers. Therefore, the security of the transmitted digital information is guaranteed. Several
schemes that have been proposed can be divided into two different techniques: cryptography
and steganography (data hiding). In the cryptography technique, the information is trans-
formed into meaningless values by well-known encryption schemes, such as DES [19], AES
[20], and RSA [21], and then are sent to the receiver. Hence, this technique increases the
curiosity of unauthorized users. Unlike cryptography, data hiding techniques are the science of
embedding information into cover digital multimedia, such as images, video, and audio. The
cover image after being embedded with secret data, called as stego-image, is still in a
meaningful format. Therefore, data hiding techniques can avoid attracting attackers’ attention.

Data hiding systems for images can be classified into two various categories, i.e., spatial
domain and frequency domain. In the spatial domain, the secret messages are embedded
directly into the pixel values of the cover images [2, 4, 7, 12, 15, 16, 18, 23]. The most popular
data hiding technique in this category is based on least significant bit (LSB) of pixels for
holding the secret data. In 2003, Tian [23] proposed a reversible data hiding scheme based on
different expansion (DE) of two pixels in the cover image to embed secret bits. Reversible data
hiding (RDH), also referred to as lossless or invertible data hiding, can recover the original
image without any distortion after the hidden data has been extracted. DE is one of the most
important techniques used for reversible data hiding. However, during embedding in Tian’s
scheme, to prevent overflow and underflow problems, a location map is formed to distinguish
between the expandable and changeable difference values. In 2017, Parah et al. [16] proposed
a new reversible and high capacity data hiding technique for E-healthcare applications on
which the Electronic Patient Record was embedded only in non-seed pixels of blocks. In the
frequency domain [3, 6, 8, 11, 13, 14, 17, 25, 26], the cover image is transformed to
coefficients by using transformation techniques, such as discrete cosine transformation
(DCT) or discrete wavelet transformation (DWT). Then, these coefficients are used to carry
the secret data. For instance, Chang et al.’s scheme [3] utilized the medium frequency
coefficients of the DCT algorithm to embed the secret data. Owing to the importance being
given to medical image, Parah et al. [13] proposed a robust watermarking technique for
medical image based on DWT. The medical image is transformed to subbands and watermark
is only embedded into LH subband.

Most of these RDH algorithms are proposed only for 2D images [2—4, 68, 11-18, 23, 25,
26]. Recently, stereoscopy techniques have been used to take pictures with the perception of
3D depth from a pair of given 2D images, so-called stereo-images. Patrizio Campisi [1]
proposed an object-oriented scheme for watermarking stereo images. In this scheme, a depth
map is extracted from a pair of stereo images and then the watermark embedding is performed
in the wavelet domain using the quantization index modulation scheme. In 2014, Luo et al. [9]
proposed a stereo image watermarking scheme for authentication with self-recovery capability
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using inter-view reference sharing. However, all the above-mentioned schemes are generally
referred to as irreversible data hiding schemes so that they are not suitable for medical,
military, or forensic application. For instance, in the health service, the patient information is
hidden in the X-ray image. Both of them are so important to the receiver, so they must be
recovered at the receiving side. Therefore, there is a need to have reversible data hiding
schemes [10].

To overcome these issues, in 2015, Yang et al. [26] proposed reversible DCT-based data
hiding in stereo images. The scheme encoded each 3-bit secret into two integer digits in
intervals [—1, 1] and then embedded them into the difference of QDCT coefficients. In this
scheme, the cover image can be restored to its original version after extracting the secret
message. However, the embedding capacity is rather limited, smaller than 0.26 bpp for a
threshold of 30, as shown in the experimental results, since the scheme depended on
number of different value zeros between the QDCT coefficients in the left and the right
images. Then, the histogram shifting algorithm is utilized for hiding the secret data into
such different values to obtain reversibility. This means that most of the different values
must be modified during the embedding process. Consequently, the obtained stego-image
is significantly distorted.

To further improve the embedding capacity and maintain the good visual quality of stego-
images, a novel reversible data hiding scheme is proposed. In the proposed scheme, a two-
dimensional (2D) histogram of QDCT coefficients is constructed. Then, the histogram is
divided into four directions. However, only one direction of the histogram is selected and
implemented for embedding secret data to obtain higher embedding capacity while maintain-
ing the minimum distortion of the stego-image. The rest of the paper is presented as follows. In
Section 2, we briefly review the DCT transformation and Yang et al.’s scheme. We propose a
high capacity RDH scheme using 2D histogram shifting and illustrate this scheme in Section 3.
Experimental results are demonstrated in Section 4, and the conclusion is presented in
Section 5.

2 Related works
2.1 Discrete cosine transform and quantization table

DCT is an important technique for image transformation and is applied in numerous well-
known scientific and engineering applications, such as JPEG encoding. Figure 1 shows the
flowchart of the JPEG encoder.

The input image is first partitioned into non-overlapping 8 x 8 blocks, then each block is
transformed into the DCT domain using Eq. (1).

Quantization
table

Input image ) Entropy :
N = izati —— ) ~| JPEG image
(8%8 blocks) BN mmblindlio encoder .

Fig. 1 The flowchart of the JPEG encoder
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c(u)e(v) 8 8 (2x + 1urm 2y + l)vr
F(u,v) = 1 x;yglf(x,y)cos< T >cos( T ) (1)

1
where c(e) = { /2 ffe=0
1, otherwise.

F(u, v) with u and v running from 1 to 8 is the DCT coefficient at the coordinate (i, v) and
flx,y) means pixel value at the coordinate (x,y), which is a specific zigzag order of the
transform coefficient levels from the lowest to highest frequency to generate two components,
i.e., DC and AC. Then, in the quantization stage, DCT coefficients are quantized by using
Eq. (2) with a quantization table having 64 entries formed to the 8 x 8 matrix.

D(u,) = round (SEZ: ))) 2)

where Q(u, v) is corresponding value in the quantization table and D(u, v) is QDCT coefficients.
Figure 2 shows the standard quantization table with the quality factor QF equal to 50 [25].

2.2 Yang and Chen’s scheme

Stereo images have a pair of images, the left image and the right image. These two images are
the same size and are very similar. According to this property, in 2015, Yang and Chen [26]
proposed reversible DCT-based data hiding in stereo images by determining the most similar
block pairs in the left and the right images. Then, the QDCT coefficients of the most similar
block pairs are modified to embed the secret data. Their scheme is divided into two main
procedures: embedding and extracting. In the embedding procedure, each image is first
partitioned into 8 x 8 blocks. Then, these blocks are transformed and quantized into DCT
domain. The QDCT coefficients of each block are categorized into three areas: (1) The
searching area contains lower frequency QDCT coefficients C(u, v) (where u, v is from 1 to

16 | 11 | 10| 16 | 24 | 40 | 51 | 61

12 | 12 | 14 | 19 | 26 | S8 | 60 | SS§

14 | 13 | 16 | 24 | 40 | S7 | 69 | S6

14 | 17 | 22|29 | S1 | 87 | 80 | 62

18 | 22 | 37 | S6 | 68 [109|103| 77

24 | 35 | 85| 64 | 81 |104|113| 92

49 | 64 | 78 | 87 |103|121(120(101

72 | 92 | 95| 98 |112|100|103| 99

Fig. 2 Standard quantization table Qs
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8 and u + v<4); (2) The embedding area includes middle frequency QDCT coefficients C(u, v)
(where 7 <u+ v<9); (3) The non-used area contains the rest of non-used coefficients. Next,
for each block in the left image, the similar block is determined in the right image based on the
different values of the QDCT coefficients of these two blocks in the searching area. Before
embedding the secret data, the different value Dif B(u, v) of the QDCT coefficients in the
embedding area between B" and B are calculated by the following equation:

Dif B(u,v) = Cg(u,v)—Cpr(u,v),7<u + v<9 (3)

If Dif B(u, v) which is equal to value of zero is used to embed the secret digit z € [-1,1] by
using Eq. (4).

Dif B(u,v) + 1, if Dif B(u,v) >0
Dif Bu,v) =< z, if Dif B(u,v) =0 (4)
Dif B(u,v)—-1, if Dif B(u,v) < 0

Then, the new different value Dif B(u,v), is used to update the frequency QDCT coeffi-
cients into the left and the right block of stereo image. By using above steps, the secret data is
embedded into the stereo image. However, in this scheme, to embed secret data, most of the
QDCT coefficients in the embedding area of the left and the right images will change values,
which has a significant effect on the visual quality of the stego stereo images. In addition,
based on 1D histogram shifting algorithm for hiding, the embedding capacity of Yang and
Chen’s scheme is limited by the number of different values zero.

3 The proposed scheme

As mentioned in Section 2, the shortcomings in terms of embedding capacity and visual
quality of stego-images in Yang et al.’s scheme is identified. The scheme depends on the
occurrence of zero difference values of the QDCT coefficients pairs and the one-dimensional
histogram shifting schemes for information hiding. To increase embedding capacity and visual
quality for the stego stereo images, we propose a new scheme based on building a 2D
histogram shift. The proposed scheme reduces the modification of the QDCT coefficient
values and the secret data directly embedded in each QDCT coefficient pair. The scheme is
made of two procedures: embedding and extracting.

3.1 Embedding process

Based on the property of the stereo image, having many similar block pairs on the left and
right image, the novel RDH scheme for stereo image is proposed. Figure 3 shows an example
of a stereo image with the left image (Fig. 3a) and right image (Fig. 3b). Inspired by scheme
[3], in the proposed scheme, the QDCT coefficients are also divided into three different areas,
namely (i) searching; (ii) embedding, and (iii) non-used areas, for data embedding strategy.
Specifically, each left and right images are partitioned into non-overlapping 8x8 blocks in the
frequency QDCT domain. Next, the similar block pair is determined based on the searching
area and the defined threshold 7. Then, the secret data will be embedded in the embedding
area of those determined similar block pairs. The flowchart of the embedding procedure is
shown in Fig. 4.
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(a) Left i (b) Right image

Fig. 3 An example of stereo image pair. a Left image, b Right image

mage

3.1.1 Similar block searching

Each image is partitioned into blocks with a size of 8 x8 in the DCT domain and
classified into three areas demonstrated in Fig. 5. With each block B in the left
image, the most similar block B® in the right image is searched in the searching area
by Eq. (5).

Two blocks are labeled as the most similar block pair when the smallest different value is
obtained. Those found similar block pairs are used for embedding secret data into the
embedding area of the found similar block pair.

u+v<4

Dist (B) = "3 [Cp (0.)-Cye (u v)r (5)

uy=1

where C(u, v) stands for the QDCT coefficient at (u, v) coordinate in the block.

DCT o
Transformation ? Quantization

Cover stereo-image Quantization table

Searching
similar block

. Inverse DCT Data embedding ‘
Combination Transformation 01011100010 FHHHf A

Stego stereo-image

Fig. 4 The flowchart of the proposed embedding process in stereo images
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Searching area Embedding area

S S S E—»E—»E—pFE
==

—

S S E—»E—»E—pFE

[——
-

S E—»E—E—»E

[———
—

E*PE—PEPE

ESHGE LE LE <« |Non-used area

EY]
]
A

E

Fig. 5 Three areas of an 8§x8 block in DCT domain (S: Searching area, E: Embedding area, blank: non-used area)

3.1.2 2D histogram shifiing based lossless Data embedding

Based on 1D histogram shifting algorithm for hiding, the embedding capacity of Yang and
Chen’s scheme is limited while the visual image quality is not satisfied. In this subsection, a
2D histogram is defined. The 2D histogram denoted as h(x, y), where x and y are the
frequencies of two feature values, belong to the QDCT left and right block. Taking
advantage of the similarities of the left and right images in the stereo images, 2D histogram
shifting is used for embedding data bits into cover stereo-images, we explored the coeffi-
cients of QDCT located in the embedding area (i.e., 6 <u + v <9) quietly approaching zero
or positive value. Based on our scheme, the larger the number of zero coefficients is, the
greater embedding capacity is obtained. Moreover, the trend of these coefficients com-
monly gathers at the top-right corner of the histogram (i.e., NE direction). Thus, the 2D
shifting and data embedding are conducted at this corner (see Fig. 6) to achieve high
embedding capacity while maintaining the good stego-stereo image quality as shown in the
experimental results.

Assume that the secret data-bit is s. The data-bit embedding order is listed in Fig. 5. The
embedding procedure could be described as following steps:

Input: The quantization left block B, the most similar quantization right block Bg and
secret bit s.

Output: The stego quantization left block BLQ/ and right block Bg .
Step 1. Expanding:

With each block pair BLQ and Bg, QDCT coefficients expand in the embedding area by
following Eq. (6),

L (u,v) > Bg(u, v) and
[BLQ(M7 v)} >1
{Béﬂuw) ~ B(u) if{ [B’g(u,v)wg(m ) and

where [.] =round (.)
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North (N)
a North (N)
W NE a
NW o o NE
* e e 9 e e @ e o o % t .
. . L] L] L] L] L] L] . L] —>0
e o o0 o o o e o o e oo
West (W) _ East (E) West (W) gy s Bast (B)
Q. I >0 b
b e o o
e o o e o o
e o o
o o o e o o
L] L] L]
e o o e o o SE
SW SE South (S)
South (5) Shifted for case a, b = (0, 0)
(a) Before shifting (b) After shifting
North (N)
a
W 4 NE [® ] : unchange values
= — [@ ] : Expanded values
. [®] : Embedded values
Wes (“)l s‘,:‘ = e East (E)
~ E) 5 ) o) T 2] 3 b
Shifting and embedding:
-1 - secret bits = 00, embddmg follows sgq direction
- secret bits = 01, embdding follows s, direction
SW ) SE - secret bit =1, emdding follows s direction
South (S)
(c) After embedding

Fig. 6 The 2D histogram used in the proposed scheme
Step 2.  Shifting and Embedding:
Step 2.1 if |:BIQ(M, v)} = 0and {B’é(u, v)} = 0, the secret data s is embedded by Eq. (7),
BLQ,(u,v) Q(u v)andBR( v) = g( V), if s =00
L BR
Q

Q(u,v) Bé(uv)andBQ( v) = B(u,v) + 1,if s = 01 (7)
BLQ(u,v) BLQ(uv)—I—landBR( v) = (uv)zfs-l

Step 2.2 if [Bé(u, v)} =0 and [Bg(m v)} =1, the secret data s is embedded by Eq. (8),

{ BL (u,v) = Bt o(u,v) andBR/(u v) = Bg(u,v) +1, fs=0 ®)

BLQ( v) = BL(u v)+1 andBR (u,v) = Bg(u,v)Jr Lifs=1
Step 2.3 if [BLQ(u7 v)} = 1and [Bg(u, v)} =0, the secret data s is embedded by Eq. (9),

{ Bg (u,v) = BLQ(u7 v) + 1 and Bg (u,v) = Bg(u,v), ifs=0 ©)

Bg(u,v) = BLQ(u,v) +1 anng(u,v) :Bg(u,v) +1,ifs=1
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3.1.3 For better explanation, taking an example of embedding

An example is given to depict the presented data embedding process clearly. For a stereo-
image shown as in the Fig. 3,

1. With the threshold 7 =5 and quantization table Qs these two blocks Bfs and B, are
found as the most similar block pair since the smallest different value of QDCT
coefficients shown as in Fig. 7e and f is Dis#(B)=3.8, and this value is smaller than
the threshold 7.

2. Figure 8a and b show a 2D shifting algorithm applied to the embedding area of two
DCT quantization blocks BLQ and Bg.

3. Assume secret bitss=101001001010110110010001000111101.
The embedding process 33-bit s in the embedding area is executed almost continuously
in which two parameters u and v indexing row and column, respectively are running
from 1 to 8 such that (6 < u + v <9) distributed as following Table 1:

104 102 103 107 123 146 152 152 95 106 105 103 108 132 151 152
101 104 102 105 106 112 121 144 95 103 105 103 109 109 115 128
96 95 100 105 102 104 132 132 101 94 98 101 107 102 110 138
128 101 90 97 109 106 106 106 139 122 95 89 105 107 106 107
137 113 90 94 111 105 106 13 117 137 99 90 102 108 106 108
112 107 113 115 118 119 19 125 110 m 108 114 118 117 120 124
143 148 148 146 148 151 153 156 142 147 147 146 146 148 152 154
166 153 141 133 134 139 140 140 167 163 146 135 133 138 144 144
(a) Original left block BX; (b) Original right block B,
966.125 | -40.644 | 38.6056 | 13.0334 | 10.875 | -0.0554 | 0.10961 | 2.14907 960.125 | -25.835 | 42.9448 | 2.31462 | -2.626 | -14.008 | -5.7467 | -1.3832
-78.008 | -52.711 | 5.30383 | -5.3634 | -0.3435 | 1.82119 | -1.3783 | -1.0233 -90.967 | -46.708 | 3.76156 | -7.5849 | 1.88569 | -0.5317 | 3.18287 | 1.56261
88.9735 | -22.361 | -2.1187 | -11.196 | -15.921 | -1.2373 | 3.78661 | -4.2213 81.5496 | -27.927 | -4.6239 | -15.41 | -7.8714 | 11.8398 | 3.04182 | 0.65647
0.50376 | -18.01 | -8.3074 | 6.41316 | -1.5465 | -6.0829 | 4.5762 | -1.4983 -9.1637 | -24.959 | -10.187 | -1.3043 | -13.783 | 0.02935 | -5.5786 | -3.9634
-4.375 | 21.3621 | 13.6416 | 30.4382 | 4.375 | -1.5826 | 1.2497 | 1.16635 4625 |24.4402 | 24.8307 | 18.2542| -15.125 | -3.7706 | -6.3615 | -3.2681
30.2882 | -15.065 | -12.499 | 3.25806 | -6.6946 | 5.12631 | -0.1919 | 1.5359 31.1969 | -13.686 | 1.47936 | 4.81704 | 3.54091 | 7.91178 | 3.4193 | 2.13333
194 -12.87 | -3.9634 | -2.8844 | -5.4468 | 8.53898 | -0.8813 | 2.556887 -19.031 | -16.374 | 2.79182 | -4.5863 | 7.4547 | 4.80308 | 2.62392 | 0.41951
19.2475 | -7.1823 | 5.70775 | -1.3671 | -3.4257 | 0.70035 | -5.8354 | 1.67128 124624 | -10.65 | 0.77476 | -10.56 | -4.3165 | -5.4354 | -1.7247 | -2.8998
(c) DCT transform left block B} (d) DCT transform right block B}
60.3828 | -3.6949 | 3.86056 | 0.81459 | 0.45313 | -0.0014 | 0.00215 | 0.03523 60.0078 | -2.3486 | 4.29448 | 0.14466 | -0.1094 | -0.3502 | -0.1127 | -0.0227
-6.5007 | -4.3926 | 0.37884 | -0.2823 | -0.0132 | 0.0314 | -0.023 | -0.0186 -7.5805 | -3.8923 | 0.26868 | -0.3992 | 0.07253 | -0.0092 | 0.05305 | 0.02841
6.35525 | -1.7201 | -0.1324 | -0.4665 | -0.398 | -0.0217 | 0.05488 | -0.0754 5.82497 | -2.1482 | -0.289 | -0.6421 | -0.1968 | 0.20772 | 0.04408 | 0.01172
0.03598 | -1.0594 | -0.3776 | 0.22114 | -0.0303 | -0.0699 | 0.0572 | -0.0242 -0.6546 | -1.4682 | -0.463 | -0.045 | -0.2702 | 0.00034 | -0.0697 | -0.0639
-0.2431 | 0.97101 | 0.36869 | 0.54354 | 0.06434 | -0.0145 | 0.01213 | 0.01515 0.25694 | 1.11092 | 0.6711 | 0.32597 | -0.2224 | -0.0346 | -0.0618 | -0.0424
1.26201 | -0.4304 | -0.2273 | 0.05091 | -0.0826 | 0.04929 | -0.0017 | 0.01669 1.29987 | -0.391 | 0.0269 |0.07527 | 0.04371 | 0.07607 | 0.03026 | 0.02319
-0.3959 | -0.2011 | -0.0508 | -0.0332 | -0.0629 | 0.07057 | -0.0073 | 0.02534 -0.3884 | -0.2558 | 0.03579 | -0.0527 | 0.07238 | 0.03969 | 0.02187 | 0.00415
0.26733 | -0.0781 | 0.06008 | -0.014 | -0.0306 | 0.007 | -0.0567 | 0.01688 0.17309 | -0.1158 | 0.00816 | -0.1078 | -0.0385 | -0.0544 | -0.0167 | -0.0293

(e) DCT quantization left block Bé with Oso  (f) DCT quantization right block Bg with Oso

Fig. 7

Example for searching similar block
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60.3828 | -3.6949 | 3.86056 | 0.81459 (] [} o o 60.0078 | -2.3486 | 4.29448 | 0.14466 (] o o o
-6.5007 | -4.3926 | 0.37884 ] (] ] ] -0.0186 -7.5805 | -3.8923 | 0.26868 ] 0 o o 0.02841
6.35525 | -1.7201 [} [} [} o 0.05488 | -0.0754 5.82497 | -2.1482 ] -1 0 o 0.04408 | 0.01172
0.03598 -1 0 (] ] -0.0699 | 0.0572 | -0.0242 -0.6546 -1 ] [} 0 0.00034 | -0.0697 | -0.0639
o 1 [} < 0.06434 | -0.0145 | 0.01213 | 0.01515 0 = 1 (] -0.2224 | -0.0346 | -0.0618 | -0.0424
1 0 o 0.05091 | -0.0826 | 0.04929 | -0.0017 | 0.01669 1 o o 0.07527 | 0.04371 | 0.07607 | 0.03026 | 0.02319
o [} -0.0508 | -0.0332 | -0.0529 | 0.07057 | -0.0073 | 0.02534 o o 0.03579 | -0.0527 | 0.07238 | 0.03969 | 0.02187 | 0.00415
[ -0.0781 | 0.06008 | -0.014 | -0.0306 | 0.007 | -0.0567 | 0.01688 0 -0.1158 | 0.00816 | -0.1078 | -0.0385 | -0.0544 | -0.0167 | -0.0293

Fig. 8

(a) Rounded and shifted block
Example for 2D histogram shifting

(b) Rounded and shifted block

4. Finally, two stego-blocks BLQ/ and Bg are obtained as Fig. 9.

3.2 Extracting process

The extracting process is like the embedding process. First, each stego-stereo image is divided
into 8 x 8 pixels non-overlap blocks. Second, for each block, the left stego-image sB” and the
most similar block in the right stego-image sB” are found through Eq. (5). Lastly, the secret bit
is extracted from the similar quantization block pairs. The details are given as the following

steps:

Input: Stego-stereo image.
Output: Original stereo image and secret bits.

Step 1.
Step 2.

Divide each the stego-image into 8 x 8 blocks
For each quantization block st_) in left stego image, and the most similar block
ng in the right stego-image, which is evaluated by Eq. (5) for DCT quantization

coefficients in the searching area, the cover stereo-image left block sBLQ and

right block ng are restored and the secret data is extracted. The process is as

shown below:

Case 1-1: if [SBLQ(L{, v)} =0and [ng(u, v)} = 0 then set secret bits s = 00 and restore

sBz (u,v) = sBLQ(u,v),SBg (u,v) = ng(u,v);

Table 1 The embedding process

33-bit secret
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Fig. 9 Example for embedding secret data
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(a) Embedded block BY (b) Embedded block BS'

Case 1-2: if [sBé(u, v)} =0and [ng(u, v)} = 1 then set secret bits s =01 and restore
ng (u,v) = sBLQ(u,v),SBg (u,v) = ng(u,v)—l;

Case 1-3: if [SBLQ(L{, v)} =1and [sB’é(u7 v)} =0 then set secret bit s=1 and restore
SBLQI (u,v) = sBLQ(u7 v)*l,ng (u,v) = sBIé(u, v);

Case 2-1: if [SBLQ(M, v)} =0and [ng(u7 v)} =2 then set secret bit s =0 and restore
sBLQI (u,v) = SBLQ(u,v),SBg (u,v) = ng(u7 v)—1;

Case 2-2: if {SBLQ(u, v)] = 1land [SBS(M, v)} = 2 then set secret bit s=1 and restore
ng (u,v) = sBp(u, v)—l,ng (u,v) = sBf(u,v)=1;

Case 3-1: if {SBLQ(U, v)] =2 and [sB‘E(u7 v)} = 0 then set secret bit s=0 and restore
ng (u,v) = sBLQ(u, v)—l,ng (u,v) = ng(u, v);

Case 3-2: if [SBLQ(M, v)} =2and [ng(u7 v)} =1 then set secret bit s=1 and restore
sBz (u,v) = ng(u, v)*l,ng (u,v) = ng(u, v)—1,

Case 4-1: if sBp(u,v) > sBf(u,v) and [SBLQ(um)} > 2 then shift back and restore
ng (u,v) = sBLQ(u,v)—l,ng (u,v) = ng(u7 v);

Case 4-2: if sBf(u,v) > sBp(u,v) and [sB’é(u,v)} > 2 then shift back and restore

sBé (u,v) = sBLQ(u, v),ng (u,v) = ng(u, v)—1;
Step 3. Repeat Step 2 until all blocks are processed.

To make more clearly recovery process, an example is invoked in Fig. 10, which has been

inherited by an example in the previous section.

4 Experimental results

In this section, we conducted various experiments to evaluate the performance of the proposed
scheme. A test dataset from Middlebury [24] are used in our experimental results. This dataset
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(e) Recovered-quantization left block ng (f) Recovered-quantization right block ng’
(g) Extracted secret bitss=101001001010110110010001000111101

Fig. 10 Example of recovering cover-image and extracting secret data

contains 21 different stereo-images and six pairs of stereo-images from dataset are shown in
Fig. 11. In the experiment, the Baboon image, shown in Fig. 12, is treated as a secret data. All
algorithms in this section are implemented in the MATLAB version 8.3 software running on an
Intel® Core™ i5 processor 3.2GHz with 4GB RAM.

To evaluate the performance of data hiding schemes, two important factors: embedding
capacity and visual quality are used. To estimate the performance of the embedding capacity,
the embedding rate with the unit of bits per pixel (bpp) is used and that is calculated by
Eq. (10):

_ number of embedded bits
 number of pixels ofcover image

(10)

To estimate the visual image quality, a peak-signal-to-noise (PSNR) ratio is used, the PSNR
is calculated as follows:
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(c) Left Baby1

(e) Left Bowlingl (f) Right Bowling1 (g) Left Flowerpots

o

; -"5 Z
(1) Left Monopoly (j) Right Monopoly (k) Left Cloth4 (D Right Cloth4
Fig. 11 Six pairs of stereo images in the dataset [24]

2552

where MSE is the mean squared error representing the difference between the original image
and stego-image and is defined as follows:

Mz

1 % (x,-,j—x;, ,-)2 (12)

MSE =
M XN 55

Fig. 12 Baboon — Secret data
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with M and N as the height and width of the cover image, respectively, and x; ; and x;ﬁ ; refer to
the pixels located at the ith row and jth column of original image and stego-image, respectively.

In the proposed scheme, different values of quality factors (QF) and the threshold 7, i.e.,
QF =50, 60, 70, 75, 80, or 90 and T =5, 10, 15, 20, or 25 are utilized for testing. Table 2,
provided the visual quality and the embedding rate of the proposed scheme under different
quality factors when threshold 7'is equal to 5. The table represents the results of performance
in terms of visual quality (PSNR) and embedding rate (bpp) of the 21-stereo-image dataset. It
is obvious that the lower the quality factor is, the higher the embedding capacity is achieved.
Additionally, from the results, it can be seen that the proposed scheme maintains the good
image quality, when the PSNR value is always greater than 32 dB.

Table 3. shows the performance of the proposed scheme, in terms of the visual image
quality and embedding rate with QF =75 and under various values of the threshold 7. As can
be seen in Table 3, the larger threshold 7 is used, the higher embedding rate will be obtained
while the lower visual quality will be. This is because when the threshold T is small, fewer
similarity block pairs are found in the search phase, causing the low embedding rate. In
contrast, when the threshold 7" becomes larger, the embedding capacity increases this is
because the more similar block pairs are determined then more secret bits are embedded.

To further confirm the advantage of our scheme, we compared our scheme with the state-of-the-
art scheme proposed by Yang and Chen [26] in terms of capacities and PSNRs. To accomplish this,
the dataset mentioned above and the secret data bits generated from the Baboon image are used as
input values of the proposed scheme and the scheme [26]. Table 4 shows the performance
comparison of the proposed scheme and Yang et al.’s scheme for 21 stereo images when the
quality factor QF =75 and different thresholds 7 are used. From Table 4, we can see that the
average PSNR values and average embedding rates obtained by the proposed scheme are much
larger than those of Yang et al.’s scheme. This is because most of QDCT coefficient pairs are

Table 2 The PSNR and bpp of embedding rate of the proposed scheme under different values of OF and 7'=5

Images QF =50 bpp QF =60 bpp QF =70 Bpp QF=80 bpp QF =90 bpp
PSNR PSNR PSNR PSNR PSNR

Aloe 37.268  0.103 40.008  0.064 44.512  0.031 52763  0.008 71.701  0.001

Babyl 34391 0288 36.027 0241 38.808 0.175 44290 0.089 57.776  0.013

Baby2 33490 0339 35124 0.282 38.133  0.197 43870  0.098 54.835  0.029

Baby3 34.102 0316 35852 0.259 38.898  0.180 44.146  0.092 58227  0.010

Bowling1 33.101 0429 34308 0395 36360 0346 40257 0260 50.289  0.103
Bowling2 34788  0.272 36257  0.238 38.732  0.185 43589  0.108 57.862  0.012

Clothl 38332 0.074 41.059  0.045 45.100 0.022 52810 0.006 69.762  0.000
Cloth2 39.264  0.093 41893  0.062 46.317  0.031 53.121 0.011  72.031 0.000
Cloth3 37.372  0.129 39934  0.082 44.458  0.037 52303 0.009 69.852  0.001
Cloth4 39.743  0.074 42346  0.050 47.155  0.023 55.695  0.007 Infinite  0.000

Flowerpots ~ 35.049 0280 36.765  0.231 39.579  0.170 44.447  0.103 55.048  0.029
Lampshadel 32.951 0437 34251 0397 36.482 0337 40425 0258 48413  0.163
Lampshade2 32.963  0.468 34310 0420 36.625 0348 40.893  0.237 49459  0.116

Middl 33.439 0392 34581 0371 36474 0342 39782 0297 46393  0.232
Midd2 33.455 0407 34619 0384 36.510 0352 39909 0292 46925  0.210
Monopoly 36.545 0203 38312  0.164 40.967  0.124 45.027  0.085 53423  0.042
Plastic 33.597 0443 34780 0.414 36.644 0376 40.086 0309 47427  0.198
Rocks] 36.487  0.164 38942  0.114 43.181 0.061 50326  0.025 63.985  0.004
Rocks2 37762 0.119 41.028  0.068 46.155 0.030 53.762  0.010 64.842  0.003
Woodl 33.181 0407 34588 0350 37.265 0.250 43305 0.103 59.586  0.007
Wood2 32363 0478 33.732  0.424 36.183 0332 41.129  0.198 54.104  0.044
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Table 3 Stego-stereo image quality and embedding capacity of 21 images when QF =75

Images T=5 bpp T=10 bpp T=15 bpp T=20 bpp T=25 bpp
PSNR PSNR PSNR PSNR PSNR

Aloe 47.625 0.018 44.033 0.043 42.114 0.065 40954 0.083 40.208 0.097

Babyl 40.883  0.137 39.098 0209 38336 0.247 37.873 0274 37.480 0.295

Baby2 40.317  0.152 38305 0238 37477 0284 36932 0317 36.616 0.340

Baby3 40.925  0.141 39.070 0218 38.156 0.265 37.564 0.302 37.221 0.326

Bowling1 37.812 0315 37.154 0370 36.795 0402 36570 0.421 36.398 0435
Bowling2 40.539 0.155 39212 0211 38.638 0.241 38.265 0.261 38.008 0.278

Clothl 48.120  0.013  45.111  0.027 43.173  0.042 41978 0.055 41.037 0.068
Cloth2 48.987 0.021 45.883 0.043 43.673 0.068 42.618 0.086 41.623 0.105
Cloth3 47.639 0.021 43.847 0.054 41.883 0.084 40.784 0.111  40.018 0.132
Cloth4 50.378 0.015 46.616 0.034 44449 0.053 43342 0.066 42.729 0.074

Flowerpots 41381 0.141 39.855 0.201 39.006 0.247 38.501 0.280 38.084 0.306
Lampshadel ~ 38.041 0303 37.135 0.366 36.684 0402 36457 0.426 36.300 0.443
Lampshade2 38279 0.299 37.204 0387 36.754 0430 36479 0459 36.268 0.477

Middl 37.799 0325 37331 0357 37.117 0375 36919 0389 36.809 0.399
Midd2 37.903 0325 37357 0368 37.115 0.389 36929 0.403 36.794 0416
Monopoly 42.645 0.106 41411 0.142 40.625 0.173 40.010 0201 39.529 0.224
Plastic 38.009 0.348 37472 0397 37249 0422 37.078 0.440 36.903 0.454
Rocksl 46.118 0.042 42.638 0.084 40991 0.118 39.867 0.147 39.156 0.172
Rocks2 49306  0.019 45270 0.044 42753 0.076  41.083  0.108 40.049 0.135
Woodl 39.497 0.186 37.629 0297 36999 0.352 36.651 0383 36.475 0.404
Wood2 38.109 0.273  36.720 0375 36.167 0.427 35855 0.457 35.702 0.476

concentrated on one quarter of the 2D histogram so only the corresponding corner of histogram is
used for embedding data. Therefore, QDCT coefficients in one suitable corner of histogram are
modified while three other histogram corers remain unchanged, instead of modifying all the
different values in the 1D histogram for embedding data as was done in Yang and Chen’s scheme.
Moreover, to expand the embedding area in the proposed scheme, other pairs, i.e. (0,1) or (1, 0), in
the selected histogram, are used to embed one more secret bit. Referring to Fig. 13, it is clear that
the proposed scheme achieved higher performance in terms of embedding capacity and image
quality than that of the scheme [26], when twelve tested images are used with the threshold 7'=20
and QF =75. Figure 13 shows that the proposed scheme is always superior to Yang and Chen’s
scheme in terms of embedding capacity and visual image quality. Specifically, the embedding
capacity of the previous scheme [26] equaled only approximately half that of the proposed scheme.

The graph in Fig. 14 shows the highest embedding capacity (bits) of the proposed scheme and
Yang and Chen’s scheme with the threshold 7'=30 and QF =75 for 21 stereo images when the
PSNR is set to 45 (dB). The figure indicates that capacities of the proposed scheme are significantly

Table 4 Comparison between our
scheme and Yang and Chen’s T Yang and Chen’s scheme Our scheme bpp

scheme with an average PSNR and
embedding rate of 21 stego-images PSNR bpp PSNR
when quality factor OF =75

5 42.354 0.131 42.396 0.160
10 40.324 0.176 40.398 0.213
15 39.258 0.205 39.341 0.246
20 38.598 0.227 38.700 0.270
25 38.140 0.243 38.258 0.288
30 37.808 0.256 37.929 0.303
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Fig. 13 Performance comparison between the proposed scheme and Yang et al.’s scheme with =20, QF =75

higher than that Yang and Chen’s scheme in all different images. Specifically, take Lampshade2
image as example, the scheme can embed 62,814 bits, while only 34,453 bits are embedded by
Yang and Chen’s scheme. In addition, the embedding capacity in bits increases dramatically in the
proposed scheme, up to more than 82%. Take Clothl image as another example, the results
obtained by two schemes are both limited, this is because the Cloth1 image is one of complicated
images, therefore, it is difficult to search the match similar blocks in the left and right image. As a
consequence, the low embedding capacity will be obtained. However, the embedding capacity of
the proposed scheme is also better than that of the Yang and Chen’s scheme.
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Fig. 13 (continued)

In Table 5, we compared the proposed scheme’s performance with those of three other
existing frequency based hiding schemes [5, 14, 26]. Table 5 demonstrated that the embedding
rate of the Yang and Chen’s scheme [26] is significantly higher than those of the two other
schemes [5, 14]. However, that the embedding rate of the Yang and Chen’s scheme (0.131
bpp) is still lower than that of the proposed scheme (0.160 bpp). The main reason is that Yang
and Chen’s scheme has applied 1D histogram shifting to embed approximately 1.6 secret bits
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Fig. 14 Performance comparison between the proposed scheme with Yang and Chen’s scheme on the dataset
with threshold 7=30, QF =75

into a pair of QDCT coefficients in stereo images, when the different value of these coefficients
is equal to zero. However, most of the QDCT coefficient pairs in the embedding area of the left
and the right images have the values of (0, 0). Therefore, the embedding capacity of Yang and
Chen’s scheme is limited by the number of pair (0, 0). In contrast, the 2D histogram shifting is
applied in the proposed scheme to further improve embedding rate. By doing so, for each pair
with the values of (0, 0), one or two secret bits are embedded in the proposed scheme. As a
result, the embedding capacity is increased. Furthermore, the embedding area in the proposed
scheme is expanded, meaning some other pairs, i.e. (0,1) or (1, 0), in the selected histogram
cormer, are used to embed one more secret bit. In addition, by using the 2D histogram, only one
histogram corner is selected and modified for embedding data, thus the good stego-stereo
image quality is guaranteed. In Table 5, the proposed scheme provides satisfactory image
quality, with the PSNR with QF =75 and T'=5 always being greater than 42 dB, a result that is
considerably better than those of Yang and Chen’s scheme [26] and other two schemes [5, 14].

5 Conclusion

In this paper, we proposed a novel reversible data hiding scheme for stereo images. The
proposed scheme, 2D histogram based on the QDCT coefficient pairs is plotted to hide secret

Table 5 Performance comparison between our scheme with some existing schemes with 7’=5, OF =75

Schemes Average PSNR (dB) Average embedding Domain Reversibility
rate (bpp)

Parah et al.’s scheme [14] 41.48 0.015 DCT No

Guo et al.’s scheme [5] 39.82 0.015 DWT+DCT No

Yang and Chen’s scheme 4235 0.131 DCT Yes

Our scheme 42.40 0.160 DCT Yes
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data bits. The proposed solution offers reversibility and high embedding capacity while
maintaining acceptable quality of stereo-images. The experimental results prove that, our
solution outperforms Yang et al.’s scheme in data hiding capacity and stego-stereo images
quality. In addition, the proposed scheme is also suitable for embedding secret message on
stereo images for medical, military or forensic applications since the scheme restore perfectly
cover- stereo image from stego-stereo image with lossless information.
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